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PROTEX - HOW TO WHITELIST A URL

1% Step: Logon on to Protex, http://XXX.XXX.XXX.XXX — XXX.XXX.XXX.XXX it the Protex’s LAN
interface.

@ Protex Configuration-Main = X 4+ v - B x
< C A Notsecure | /protexcgifindex.pl < % & 04 :
ZimbraMail @ E2BNTechStaff.. 1+ E2BNTicketingS.. &% E2BNProjects&.. @ E2BN Protexlist.. @ E2BNMRTGHOME [J) Bitwarden @ ProtexRootCA ce.. »

Home

Protex Version 5.5.

Congratulations! You are running the most up-to-date version of Protex

- Home

List Management
L server

Logging
Support

2" Step: Expand Logging and select Log Analisys...

@ Protex Configuration- Main = X 4+ v - g
<« C A Notsecure | Iprotexcgi/index.pl Q@ < % » 02
ZimbraMail @ E2BN TechStaff.. 1 E2BNTicketingS.. &% E2BNProjects&.. @ E2BNProtexLlist.. @ E2BNMRTGHOME () Bitwarden @ ProtexRootCAce.. ¥ Home | MACVen.. @ IPCalc @ WHOIS Search,D.. @ Webroot Identity... ¢ SpamTitan

Log Analysis

Current locale time is 2023-08-04 10:28:28 [ BST ]

Note that logs are shown in GMT which now is: 2023-08-04 09:28:28

'WARNING: Defining a search covering multiple days or with no other restrictions can result in a very long search time. On a live filter server this can reduce
performance so searches should be for entries in as narrow a time frame as possible and with some other criteria. To mitigate this we limit the number of returned
matches to 100,000

Enter Date Range: Astart and end must be specified

Start Date: 04-08-2023 0 v o v

|- search Terms End Date: 04-08-2023 23 v 59 v

| standard Log Reports

L Statistics Enter IP Address: ALL €x:100.0.1

% Support

Enter a Username: ALL
Enter Keywords: Comma separated list (AND)
Enter a URL (domain part only). ALL Enter the www.domain.com part of a URL only
Select Profile: ALL .
View activity by ACTION Show ALL . Can only do one at a time.
Show summary information for Top 20 Will summarize the top sites for the

criteria specified.
[JDENIED [JALLOWED sites by URL v

heck to turn URL's in reports into links
[“Icheck to download resuits as a .csv file
Click to view Usage Instructions -



http://xxx.xxx.xxx.xxx/
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3" Step: Check why the URL was blocked. Type in the “Enter the URL (domain part only):” box
the URL’s domain. In this example it’s onelifesuffolk.co.uk.

@ Protex Configuration-Main = X =+ v - B X
g

€ > C A Notsecure| Iprotexcgi/index.pl < % ®» 0O 2

ZimbraMail @ E2BN TechStaff.. 1 E2BNTicketingS.. &% E2BNProjects&.. @ E2BN ProtexLlist.. @ E2BNMRTGHOME () Bitwarden @ ProtexRootCAce.. ¥ Home | MACVen.. @ IPCalc @ WHOISSearch,D.. @ Webroot Identity.. ¢ SpamTitan »

2023-08-04 09:37:05

Current locale time is 2023-08-04 10:37:05 [ BST ]
Note that logs are shown in GMT which now i

wnd)

Protex

'WARNING: Defining a search covering multiple days or with no other restrictions can result in a very long search time. On a live filter server this can reduce
performance so searches should be for entries in as narrow a time frame as possible and with some other criteria. To mitigate this we limit the number of returned
matches to 100,000.

Astart and end must be specified.

|- Home Enter Date Range: Start Date: 04082025 o <o v
& List Management
- server End Date: 04-08-2023 23 v 59 v
& Logging
[ Enter IP Address: ALL €x:100.0.1
L search Terms
| | standard Log Reports Enter a Usemame: ALL
| L statistics
& Support Enter Keywords: Comma separated list (AND)
Enter a URL (domain part only): [ — Enter the www.domain.com part of a URL only
Select Profile: ALL .
View activity by ACTION: Show ALL . Can only do one at a time.
Show summary information for: Top | 20 Will summarize the top sites for the

criteria specified.
["JDENIED []ALLOWED sitesby URL v

heck to turn URL's in reports into links
[“Icheck to download resuits as a .csv file
Click to view Usage Instructions

RunReport  ResetValues  Help

4™ Step: Scroll down and click on the “Run Report” button. Wait until a report is presented:

Protex Configuration- Main = X =+ v o— B X
g

€ > C A Notsecure | Iprotexcgi/index.pl < % ®» 0O 2

ZimbraMail @ E2BN TechStaff.. 1 E2BNTicketingS.. &% E2BNProjects&.. @ E2BNProtexLlist.. @ E2BN MRTGHOME [J) Bitwarden @ ProtexRootCAce.. ¥ Home | MACVen.. @ IPCalc @ WHOISSearch,D.. @ Webroot Identity.. € SpamTitan »

Log Analysis

)
Pro tex Current locale time is 2023-08-04 10:38:33 [ BST]

Note that logs are shown in GMT which now is: 2023-08-04 09:38:33

'WARNING: Defining a search covering multiple days or with no other restrictions can result in a very long search time. On a live filter server this can reduce
performance so searches should be for entries in as narrow a time frame as possible and with some other criteria. To mitigate this we limit the number of returned

|- Home matches to 100,000.

& List Management

|- server

& Logging

L Refresh Report

| | search Terms

| | standard Log Reports Report information for:

| - statistics Start Date: 2023-08-04 00:00:00 | End Date: 2023-08-04 23:59:59 | Username : ALL | IP: ALL | Logdir : Thome/dglloglil/ Action: All | URL: onelifesuffolk.co.uk
3

Support




ﬁ;‘
4|SNCT|5§(N)E; EzBatrusted broadband services

In this situation, “SSL SITE : *DENIED* Certificate supplied by server was not valid: Hostname
mismatch” means that website’s certificate is wrong; there’s a hostname mismatch. For
security reasons, Protex, by default blocks access when detects this sort of problems.

5% Step: Click on “List Management” to whitelist that URL.

@ Protex Configuration- Main = X = v - @ X

<« C A Notsecure | Iprotexcgi/index.pl Q < % »0a

ZimbraMail @ E2BN TechStaff.. I E2BNTicketingS.. &% E2BNProjects&.. @ E2BN ProtexList.. @ E2BN MRTGHOME [J) Bitwarden @ ProtexRootCAce.. ¥ Home | MACVen.. @ IPCalc @ WHOISSearch,D.. @ Webroot Identity.. . SpamTitan

List Management
Manage local lists - Allow/Block URLs and search terms.

‘When you have finshed editing the lists Click "Apply changes” to make them live

- Home

List Management]
|- Block URL
|- Allow URL
|+ Temp Allow URL
|- Block Search Term
|- Allow search Term
# Remove Local Items...
L Nocheck SsSL
L Do Not MITM
L search
L Apply list changes
L view
- Server
Logging
Support

6™ Step: Click on “Allow URL” and on the 1%t box type in the URL’s domain. The log was
showing that onelifesuffolk.co.uk was being blocked on the Staff profile. By default,
Protex uses the Teaching category. Teaching is for the whole school; children and staff.

@ Protex Configuration- Main = X 4 v -8 X%

<« C A Notsecure | Iprotexcgi/index.pl Q@ < % »0a

ZimbraMail @ E2BN TechStaff.. I E2BNTicketingS.. &% E2BNProjects&.. @ E2BN ProtexList.. @ E2BN MRTGHOME [J) Bitwarden @ ProtexRootCAce.. ¥ Home | MACVen.. @ IPCalc @ WHOISSearch,D.. @ Webroot Identity.. . SpamTitan

Protex Configuration - Allow URL/IP/Range/CIDR
Include the whole of the URL you wish to block - this may be a single page; a part of a site (end with a trailing /); or a whole domain
Please note that Regular expressions and wildcard characters are not supported but listing “exampl le.com” will include * ample.com* 5o is similar to **.example.com". URLS must be
|- Home alphanumeric but may include the following special characters: .- _+/~ 2= () &
£ List Management
1 You may block single and ranges of IPs in these formats:
|
] « xo0x00c0000x [ Single 1P ]
| Temp Allow URL « xoocx00cx00600dyy [ CIDR ]
I+ Block Search Term o XXX.XXX.XXX.XXX-Z22.222.222.222 | RANGE |
|- Allow search Term
& Remove Local ltems...
|- Nocheck ssL URLs:
| Do NatMITM = (1) onelifesuffolk.co.uk
|- search @
|- Apply list changes
L view (&)
- server @
Logging
®)
Support
List type: Trusted v
Category: Teaching ( 1 . Primary, kid v
Comment:
p
Submit Reset Help
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7t Step: We need to change the category in order to allow staff to access the website.
Click on the category’s box and select “Adult”.

@ Protex Configuration- Main = X 4 v - o
< C A Notsecure | /protexcgi/index.pl Q < % » 02

ZimbraMail @ E2BN TechsStaff.. 1 E2BNTicketing S.. &% E2BN Projects&.. @ E2BN Protex List... @ Webroot Identity... . SpamTitan

@ e28NMRTGHOME (1) Bitwarden @ ProtexRootCAce.. ¥ Home |[MACVen.. @ IPCalc @ WHOIS Search, D..

o — -

Add URL to ALLOW

Protex Configuration - Allow URL/IP/Range/CIDR

Include the whole of the URL you wish to block - this may be a single page; a part of a site (end with a trailing */); or @ whole domain

Please note that Regular expressions and wildcard characters are not supported but listing "example.com" will automatically include "ox.example.com” so is similar to "*.example.com”. URLSs must be

- Home alphanumeric but may include the following special characters: . - _ +/~2 = () &
List Management
| Block URL You may block single and ranges of IPs in these formats:
| — Teaching ( E2BN
o XXX XXX [ Single 1P ArtNudes ( E2B
| :
! Temp Allow URL o 30003006 XXxlyy [ CIDR | Download (
! Block Search Term o XOXXKXHKXKX222.222.222.222 | RANGE | Childcare
++ Allow Search Term CloudStorage ( E2BN:Middle,Primary,Secondary,Staff, kid:Staffnomitm)
|| & Remove Local Items... culinary X y.Staff,
L Gardenil P 3 Staff, ki )
| Nocheck ssL URLs: ardening ( rimary, v, L
| Do NotMITM ( P
| search HomeRepair ( E2BN:Middle, Primary, Secondary, Staff, kid:Staffnomitm)
L y list ch. Hygiene ( Primary, Y5
- Apply list changes News ( E2BN:Secondary,Staff, kid:Staffnomitm)
L view Radio P dary,Staff,
- server Religion ( E2BN:Secondary,Staff, kid:Staffnomitm)
Logging Adult ( E2BN:Staff, kid:Staffnomitm)
Support Post-16 Only ( E2BN:Staff, kid: Staffnomitm)
Post-12 Only ( E2BN:Secondary,Staff, kid:Staffnomitm)
List type: Post-9 Only (
Category: Teaching ( E2BN:] Primary, v
Comment:

Submit  Reset  Help

Protex Configuration- Main = X =+ v o— B X
9

Q < % » 02 ¢
¥ Home | MACVen.. @ IPCalc @ WHOISSearch,D.. @ Webroot Identity... . SpamTitan »

< C A Notsecure | Iprotexcgi/index.pl

ZimbraMail @ E2BN TechStaff.. 1 E2BNTicketingS.. &% E2BNProjects&.. @ E2BNProtexList.. @ E2BNMRTGHOME () Bitwarden @ ProtexRootCA ce..

—y —

Add URL to ALLOW

Protex Configuration - Allow URL/IP/Range/CIDR

include the whole of the URL you wish to block - this may be a single page; a part of a site (end with a trailing */); or a whole domain.

Please note that Regular expressions and wildcard characters are not supported but listing “example.com” will automatically include "xxx.example.com” so is similar to **.example.com". URLS must be

- Home alphanumeric but may include the following special characters: . -_+/~ 2= () &
List Management
| Block URL You may block single and ranges of IPs in these formats:

I Al
L Temp Allow URL

|- Block Search Term

|- Allow Search Term

% Remove Local Items...
| Nocheck ssL

30030063006 XXX [ Single 1P ]
XK X006. 300 XXXfyy [ CIDR ]
 XXK.XXX.XXXXXX-222.222.222.222 | RANGE ]

URLs:

| Do Not MITM (1) onelifesuffolk.co.uk

| search @

| Apply list changes

L View @)

- Server @)

Logging

Support ®)
Listtype: Trusted v
Category: Adult ( EZBN:Staff, kid:Staffnomitm) v
Comment:

submit  Reset  Help
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8t Step: You can type a comment to help to pinpoint the reason for this rule. Now, you can
click on “Submit” button.

@ Protex Configuration- Main = X = v o
& > C A Notsecure| Iprotexcgi/index.pl Q < % » 02

ZimbraMail @ E2BN TechStaff.. I E2BNTicketingS.. &% E2BNProjects&.. @ E2BN ProtexList.. @ E2BN MRTGHOME [J) Bitwarden @ ProtexRootCAce.. ¥ Home | MACVen.. @ IPCalc @ WHOISSearch,D.. @ Webroot Identity.. . SpamTitan

- . -
Protex Configuration - Allow URL/IP/Range/CIDR
Include the whole of the URL you wish to block - this may be a single page; a part of a site (end with a trailing '/); or a whole domain.
Please note that Regular expressions and wildcard characters are not supported but listing “example.com” will automatically include "xxx.example.com” so is similar to "*.example.com”. URLS must be
- Home alphanumeric but may include the following special characters: .- _+/~ 2= () &
List Management
- Block URL You may block single and ranges of IPs in these formats:
|
: o 00000030000 [ Single 1P ]
] Temp Allow URL o 000300600 XAy [ CIDR ]
I+ Block Search Term © XXX X00C XXX XXX-Z27.222.272.727 [ RANGE |
|- Allow search Term
# Remove Local Items...
L Nocheck SsSL
| bo Not MITM URLs! (1) onelifesuffolk.co.uk
L search @
L Apply list changes
L view (&)
- server (@)
Logging
Support ©)
List type: Trusted v
Category: Adult ( E2BN:Staff, kid:Staffnomitm) M
Comment Guide
4
Reset Help

You should see this screen:

@ Protex Configuration - Main = X =
<« C A Notsecure | Iprotexcgi/index.pl Q@ < % » 02

ZimbraMail @ E2BN TechStaff.. 1 E2BNTicketingS.. &% E2BNProjects&.. @ E2BNProtexLlist.. @ E2BN MRTGHOME [J) Bitwarden @ ProtexRootCAce.. ¥ Home | MACVen.. @ IPCalc @ WHOISSearch,D.. @ Webroot Identity.. € SpamTitan »

- . ——

Add URL to ALLOW

Thank you. Your submission for onelifesuffolk.co.uk has been processed.

To make the list change live you will need to select the Apply list change:

menu item.

- Home ‘Add another URL
List Management
| Block URL

Temp Allow URL
Block Search Term

L Allow Search Term

% Remove Local Items...
| Nocheck ssL

| po NotMITM

| search

| Apply list changes

L View

- server
Logging
Support




A INTERNET
SCHOOLS

EZ2BN 'trusted broadband services

9t Step: To apply changes, you will need to click on “Apply list changes”.. and click on the
“Yes” button to confirm.

E

@ Protex Configuration - Main = X

& > C A Notsecure|

I3'raotex

- Home

- List Management

L Block URL

L Allow URL

L Temp Allow URL

L Block Search Term
F Allow Search Term

L Nocheck SSL
- Do Not MITM
1» Search
8 Apply list changes
- View
- Server
# Logging

[+ Support

+

/protexcgifindex.pl

ZimbraMail @ E2BN Tech Staff.. ¢ E2BN TicketingS.. &™ E2BN Projects &...

@ E2BN Protex List...

v — 0O

Q < & » 02

@ E2BN MRTGHOME Bitwarden @ ProtexRootCA ce...

Ql Remove Local Items...

Refresh protex lists

This will not cause any loss of service.

Yes No Help

-« 1

The following screen confirms that rule is now active:

o x

Protex

\— Home

& List Management

I Block URL

- Allow URL

+ Temp Allow URL

@ Protex Configuration - Main = X

& > C A Notsecure |

B zimbraMail @ E2BN Tech Staff.. Ir E2BN TicketingS.. &% E2BN Projects &...

- Block Search Term
- Allow Search Term

- Nocheck SSL
- Do Not MITM
- Search

- View
- Server

[ Logging

B Support

& Remove Local ltems...

+

/protexcgi/index.pl

@ E2BN Protex List.. @ E2BNMRTGHOME [ Bitwarden

v =

e < % » 02

@ ProtexRootCAce...

Protex gentle restart

Refresh protex lists

Gently Reloading Protex engine on kid: [OK ]




